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This policy needs to be read in conjunction with the following school policies:
ICT, Data Protection and Internet Safety.

To ensure the efficient running of all computerised admin systems

To reduce the threat from spyware

To reduce the threat from viruses

To ensure that the school has an efficient and reliable system for backing up
important data

What

o

What

IS avirus
A program or piece of code that is loaded onto your computer without your

knowledge and runs against your wishes. Viruses can also replicate
themselves. All computer viruses are manmade. A simple virus that can make
a copy of itself over and over again is relatively easy to produce. Even such a
simple virus is dangerous because it will quickly use all available memory and
bring the system to a halt. An even more dangerous type of virus is one
capable of transmitting itself across networks and bypassing security
systems.

Since 1987, when a virus infected ARPANET, a large network used by the
Defense Department and many universities, many antivirus programs have
become available. These programs periodically check your computer system
for the best-known types of viruses.

Some people distinguish between general viruses and worms. A worm is a
special type of virus that can replicate itself and use memory, but cannot
attach itself to other programs.

IS spyware

(n.) Any software that covertly gathers user information through the user's Internet connection
without his or her knowledge, usually for advertising purposes. Spyware applications are
typically bundled as a hidden component of freeware or shareware programs that can be
downloaded from the Internet; however, it should be noted that the majority of shareware and
freeware applications do not come with spyware. Once installed, the spyware monitors user
activity on the Internet and transmits that information in the background to someone else.
Spyware can also gather information about e-mail addresses and even passwords and credit
card numbers.



http://www.webopedia.com/TERM/v/virus.html
http://www.webopedia.com/TERM/v/code.html
http://www.webopedia.com/TERM/v/virus.html
http://www.webopedia.com/TERM/v/computer.html
http://www.webopedia.com/TERM/v/copy.html
http://www.webopedia.com/TERM/v/memory.html
http://www.webopedia.com/TERM/v/system.html
http://www.webopedia.com/TERM/v/network.html
http://www.webopedia.com/TERM/v/security.html
http://www.webopedia.com/TERM/v/ARPANET.html
http://www.webopedia.com/TERM/v/antivirus_program.html
http://www.webopedia.com/TERM/v/program.html
http://www.webopedia.com/TERM/v/computer_system.html
http://www.webopedia.com/TERM/s/software.html
http://www.webopedia.com/TERM/s/Internet.html
http://www.webopedia.com/TERM/s/application.html
http://www.webopedia.com/TERM/s/bundled_software.html
http://www.webopedia.com/TERM/s/freeware.html
http://www.webopedia.com/TERM/s/shareware.html
http://www.webopedia.com/TERM/s/download.html
http://www.webopedia.com/TERM/s/spyware.html
http://www.webopedia.com/TERM/s/e_mail.html
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o Spyware is similar to a Trojan horse in that users unwittingly install the product when they
install something else. A common way to become a victim of spyware is to download certain
peer-to-peer file swapping products that are available today.

o Aside from the questions of ethics and privacy, spyware steals from the user by using the
computer's memory resources and also by eating bandwidth as it sends information back to
the spyware's home base via the user's Internet connection. Because spyware is using
memory and system resources, the applications running in the background can lead to system
crashes or general system instability.

o Because spyware exists as independent executable programs, they have the ability to monitor
keystrokes, scan files on the hard drive, snoop other applications, such as chat programs or
word processors, install other spyware programs, read cookies, change the default home
page on the Web browser, consistently relaying this information back to the spyware author
who will either use it for advertising/marketing purposes or sell the information to another

party.

o Licensing agreements that accompany software downloads sometimes warn the user that a spyware
program will be installed along with the requested software, but the licensing agreements may not
always be read completely because the notice of a spyware installation is often couched in obtuse, hard-
to-read legal disclaimers.

e What is backing up

o (v.) To copy files to a second medium (a disk or tape) as a precaution in case the first medium
fails. One of the cardinal rules in using computers is back up your files regularly.

o Even the most reliable computer is apt to break down eventually. Many professionals recommend that
you make two, or even three, backups of all your files. To be especially safe, you should keep one
backup in a different location from the others.

e The governing body has a duty to monitor personnel and financial matters in
school. To do this it has to have up to date information. Therefore the
governing body at Molescroft Primary School have a role in making sure that
effective anti virus, anti spyware and backup procedures are in place.

e To ensure that the appropriate anti virus, anti spyware and backup procedures
are in place.

e To ensure that the anti virus, anti spyware and backup procedures are
working, appropriate and meet the needs of the school.


http://www.webopedia.com/TERM/s/Trojan_horse.html
http://www.webopedia.com/TERM/s/peer_to_peer_architecture.html
http://www.webopedia.com/TERM/s/spyware.html
http://www.webopedia.com/TERM/s/bandwidth.html
http://www.webopedia.com/TERM/s/crash.html
http://www.webopedia.com/TERM/s/execute.html
http://www.webopedia.com/TERM/s/keystroke.html
http://www.webopedia.com/TERM/s/hard_disk_drive.html
http://www.webopedia.com/TERM/s/chat.html
http://www.webopedia.com/TERM/s/cookie.html
http://www.webopedia.com/TERM/s/default.html
http://www.webopedia.com/TERM/s/home_page.html
http://www.webopedia.com/TERM/s/home_page.html
http://www.webopedia.com/TERM/s/browser.html
http://www.webopedia.com/TERM/s/spyware.html
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e This policy will be reviewed annually
e The SMT will monitor the effectiveness of this policy

SPYWARE
e All Personal Computers running any windows operating system must have
adaware anti-spyware installed

e The software is to be run at least once a week by the main user of the
machine (teacher or administrative officer). See Appendix 1

ANTIVIRUS
e All Personal Computers running any windows operating system must have
SOPHOS anti-virus installed
e The software is to be set to run automatically at noon each day by the main
user of the machine (teacher or administrative officer). See Appendix 2

BACKING UP DATA

e The following data is to be backed up daily
o SDrive/wp
o SDrive/xl
o SDrive/sims
o Online diary

e The following data is to be backed up weekly
o Macserver
o Server2

e The following data is to be backed up monthly
o Whiteboard Resources Folder

e Detailed instructions can be found in Appendix 3, 4 and 5

e The use of remote online storage facilities
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¢ Whether an unstable SIMS FMS package is the correct one to use for our
financial management
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Appendix 1
Using AdAware SE Personal

Update the definition file Previous Next

The definition file is Ad-Aware SE's detection list. It is based on Lavasoft's new Code Sequence Identification
(CSlI) technology and replaces the reference file used in earlier versions of Ad-Aware.

To make sure your computer is protected the definition file needs to be updated regularly. There are two ways
to do this.

WebUpdate*

To start WebUpdate click the WebUpdate button in the toolbar or use the "Check for updates now" link on
the Status screen. Click "Connect" to check if a new definition file is available. If a new file is available click
"OK" to download it. (The file will automatically be stored to the correct location on your computer.)

* You must be connected to the Internet to update the definition file

Preparing System Scan Previous Next

Important Note! Before performing a scan, be sure that you have the most recent definitions file by using
WebUpdate. This can be done manually from the main status screen. See the Getting Started or Update the
definition file chapters pages for instructions.

AC=-RAWare s o ud u @

(Copyvight 1999 2006 Lavasont Sweden' All ights reserved.

Cl ) | Preparing System Scan </
g S— Scan Mode
T PRRRERNNANNNNN [ . .
‘ » Please choose a scan mode, then click "next" to continue "
iR Ad-Watch ) E J
Select a scan mode:
(B3 Add-ons ) @ Perform smart system scan
O Perform full system scan
O Use custom scanning options Custamize
KoL O Scan volume for ADS Select
v) Search for negligible risk entries
v Search for low-risk threats

Ready , Mext )

Ad-Aware SE Personal, Build 1.06r1



mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_tweaksettings.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/changelanguage.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_performingwebupdate.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_mainstatusscreen.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_mainstatusscreen.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_performingsystemscan.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_performingwebupdate.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/performingyourfirstscan.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/updatethedefinitionfile.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/updatethedefinitionfile.htm
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Select scan mode

Perform smart system scan

The smart system scan is a fast system check and should be used only for daily system maintenance; i.e. you
are sure that your system is clean and have performed a full system scan or an in-depth custom scan on your
main hard drive at least once during the month. If this is your first scan, you suspect that your system has
become infected with suspicious content, or you have used another antispyware product prior to installing
and/or using Ad-Aware SE, please be sure to perform a full system scan (see below).

In most cases a Smart Scan will detect all content present on your system as Ad-Aware SE is capable of
determining if further scanning is required. This does not include archived content however so a first time full
system scan is highly recommended and at regular intervals to ensure that your system is clean.

When performing a smart scan the following scan settings are used:
- Full Memory Scan is performed

- Registry Scan is performed

- Deep Registry scan is performed
- Cookie-Scan is performed

- Favorites are scanned

- Hosts file is scanned

- Conditional scans are performed

Note! Smart scan does not scan within archives.

Perform full system scan

This is the in-depth scan mode that scans your whole computer for Spyware infections. The full system scan is
highly recommended for the first time you use Ad-Aware SE, if you have reason to believe your computer is
infected with Spyware which isn't found using the smart scan, or you have used another antispyware product
prior to installing and/or using Ad-Aware SE. The full system scan is notably slower than the smart system
scan, but has a higher probability of detecting Spyware infections in archives or that has been installed on
drives other than your main hard disk.

The full system scan uses the same scan settings as the smart system scan, but also scans all fixed drives
and archive files.

Use custom scanning options
You can customize Ad-Aware SE to scan on specific folders or drives. This option allows you to select or
deselect drives and folders

Customize: Takes you to the Scan Settings screen. On this screen open the drive and folder selection screen
by clicking on the "Select drives & folders to scan"

Scan ADS on drives\folders

The ADS (Alternate Data Streams) scan is performed in two steps. In the first phase, a regular disk scan is
performed during which information is accumulated and cached. Any file scanned during this phase is being
counted as a separately scanned object.

During the second phase detected streams are examined and, if appropriate, scanned. Every stream is
counted as a separately scanned object during this phase. This design makes sure that the ADS scan does
not bypass critical objects, just because they have none or are not attached to a DataStream.

Select: The ADS scan requires that the user manually selects one or more folders and/or drives to be
scanned.
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Search for negligible risk entries

Negligible risk entries are not considered to be a threat. They consist of MRU (Most Recently Used items) lists
which store information about the most recently used items, for example files, search words and programs.
The MRU lists can be removed if the user desires.

Scan Summary Previous Next

Shows a summary of the Scanning Results.

AC=AWANe 'SE o ud u ¢ 4]

[Copyvight 1999 - _:.A)l'_.:u...:;,.t“w-..bg,uw od.

L Sete J | Scanning Resuits )
B scennow Y ”:;g{g.; Summary | 5y Negligible Objects l & Scan Log
J S S N
Target families detected on this system Summary Of This Scan

@ AdWiatch ) (3} [] __#MRU List (36 Objects Total) Total scanning time:00:02:12
Objects scanned: 89977
Objects identified:0

(B Add<ons ) Objects ignored:0

Hew critical objects:0
Average TAC: 0.000

Q) Help ) Negl@gfble objects: 36
Megligible references: 433

\ Right-click an tem for more options. \

0/36 Objects D Guarartiie ) | [AShowlogfie ) | ¥ Next )

Ad-Avware SE Personal, Build 1.06r1

Target families detected on this system: Sorts and lists the objects detected by target family. Clicking the
[+] will show the TAC rating. Checking the box will mark all objects in the group for removal. This will be
carried over into the Critical and Negligible Objects tabs as well; unchecking them will have the reverse action.

Summary of this scan: Shows the summary of the scan results in aggregate as well as display the total scan
time. This information is also appended to the end of the log file.

Buttons

Quarantine: Puts the selected objects in a quarantine file. This can be useful when you don't want to
guarantine all objects detected during a scan, as the automatic quarantine option does or to quarantine by
family, vendor, or type of detected content. Note! You will be prompted to add a filename.

Show Lodfile: Displays the log file created during the scan

Next: Takes you to the removal confirmation window


mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_scancomplete.htm
mk:@MSITStore:C:/Program%20Files/Lavasoft/Ad-Aware%20SE%20Personal/manual.chm::/if_criticalobjects.htm
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Right-click to open the context menu where more options are available

Context menu

Show TAC page for "vendor name": Shows the TAC page for the target family*

H Mo Ohject Selected

QJ Select All Objects
ﬂJ Unselect all Objects
QJ Irverse Seleckion

W Expand all
= Collapse all

5 Quarantine Selection
A% add Selected to Ignore lisk

% show Scan Log
|Z¢ show Meqgligible Objecks

) Help. ..

Select all objects: Selects all objects found
Deselect all objects: Deselects all objects found
Inverse selection: Inverses the selection

Expand all: This will expand each family to show the TAC rating
Collapse All: This will collapse each family

Quarantine selected: Quarantines all selected objects. Note! You will be
prompted to add a filename.
Move to ignore list: Adds the selected objects to the Ignore List

Show Critical Objects: Takes you to the Critical Objects tab
Show Scan Log: Takes you to the Scan Log tab
Show Negligible Objects: Takes you to the Negligible Objects tab

Help: Opens the Help file

* You must be connected to the Internet to access the TAC
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Appendix 2
Using Sophos Anti-virus software

The ICT coordinator will setup the software on each PC.
He / She will also configure the software to do the following:
e To do an automatic full system scan everyday at noon
e Set the software to disinfect boot sectors and shred infected files.

Sophos updates itself daily.

If on scanning a virus is found the ICT coordinator must be told immediately, as
removal of the virus often involves a long and complicated phone call to sophos.

Sophos Anti-virus does not protect your computer from
viruses, it detects them.

NOTE : Both Sophos and Adaware must be In
the the Startup Folder so that they start
automatically when the computer is switched
on.
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APPENDIX 3
BACKING UP WP/XL/SIMS

The main Admin machine has been set up to do a backup of the WP, XL and
sims directory each evening. The backup files are put into a folder called mon
backup on the desk top. The backup of the Calendar is also backed up to this
folder.

Each morning the Admin Officers will move these files into the following folders
(shortcuts for which are on the desktop):

Monday Backup
Tuesday Backup
Wednesday Backup
Thursday Backup
Friday Backup

End of Month Backup

The above are shared folders on the Packard Bell 250 GB removable Hard drive.
This will be taken home each night by an Admin Officer.

This means that there should always be a backup available that is less than a week
old.

APPENDIX 3A
BACKING UP WHITEBOARD RESOURCES FOLDER

At the end of each month the ICT Coordinator will back up the Whiteboard
Resources folder to the Packard Bell 250 GB removable Hard Drive.
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APPENDIX 4
BACKING UP THE ONLINE DIARY

The diary will be backed up daily by an Admin officer.

They will need to log on to the online diary and then click on administer this
calendar.

This will bring up the following screen:

_

Ble ESt Yew Go Bockmais ook Beb

G- -8 o) [ Matcfivey. caborutars. skt fatn ¥y Da |Gl

_| Avdy's Hormegiage L (MM:-@ u

Calendar Administration
Calendar: molescroft

Daplay Ootions Custonuze how your calendar appears

General Seman Specify the calendar’s lieguage, optices and descnpion

Title, Header, Footur Spectfy the teat for the tde, header and footer of the calendar
Month/Day Headngs Change the titles for the dags of the week and months

Colots Change the colee of test e backgrounds
Fonte Changs foots
vent Categones Specify and actwvate event categones
Add-Tu Specify which pre-defied events to melude in the calendar
Secunty Spectly who can edit your calendar
Delete Mouth Evests Reenove all events on a calendar mooth
Pibkeh Cobendic Publith staey: beenil calendar fles for a gven date riege.
Data Empostng Emport calendar data from text Bles

Data Exporsang Export calendar data to a text SHes

L VerwEdt Calandar
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Select Data Exporting

3 Calender Seftings; Calendar Date Export - Mozills Firefox

Do [k ew Go Qocknyks Jooks b

i

@ -

N:‘ f e Tz (' vy, Coindy £, et nnciescr O Laaminydat e Dot Tt han e st s e Y TGYCPARVMEE B 20 TP v O KL

& fawforcokrmis < s Ancestry <o - Maws. | Wmerscy Pwrdare fnd Decocst Faport Onragraphy 4 Pardy Dew 676 Gen Pordy Trom Dubde »

Coogle «

w oG Seuch v gt TR e v Ak wJ oprars

Calemdar Data Fxport Calendar molescroft

Calendmr Administration

Thus allows you to export the calendar data to e ASCIE sext flle. Senply specdy e date range below and chick Export

Year
2007

Start Date End Dare
Mceath Year MNonth

¥ | Fobruary & 2007 & | Februery o

COrarpat File Type: O MS Ouddook SV Comma Separseed Vakes (Windows)

[2Tab Delomsted
O CSV Conea Dielengted

" Esport ] Carul_,

Ceaninents

All Pencdr suests are coaverted 10 Dily events before 22 &ata = exported

MS Outlook CEV Be 12 of a format that can be anpoeted drectly nto Ouddook

The other two expoct options will produce a e wth all 10 calendar attobutes. These will inclode values for color, bocders etc. The export Ble will
Bave two receed types These e Sngle Dady everts snd Duration events

Outgnt Freld Ovder Defimnon

Sumgle Daaly Event Formt

[P 0 TY

Trwmat Towrm 5] Plorsun Tirrt aw ITTOT I Conit Thasn X AMTAA N T d Thown X ALONRL Y Thpodan X D™ adon T uden 1

BT AR R R -

R Bl s

Select the dates that you wish to backup
Make sure that the TAB Delimited option is selected
Click on export
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Y Export Calendar Data Resalts - Mozilla | irefox
e R Yew G0 [ookoesks Took o

= A - : (L
o - e 4 " Pt by aterndans st Ve e Yt o et v Dao .

Arany'y HoewOan Tapert Calonddar Dot a Reaks

Calendar Settings: NIOLESCROFT
Export Calendas Daca Rosules
The export Sle has successfilly bees wemen to the ¥Cal server

%]

You cas dowedoad the fle to your systess wath thus bk modescrod csv
Note: Deganding on your browssr, you may peed to chck on Sie bk wath your nghn couse bumen

| Back o Adnn |

LR RS S i

Right click on molescroft.csv

Select save link as
Save work into mon backup folder on the desktop

The file is then copied into the same folders as wp/xl/sims backups

STEP 2

From the Backup Calendar choose OPTIONS (at bottom of page)
Choose Import Events

Browse and find the file Molescroft.txt

Choose to import the file as iCal (brown bear software)

Choose import everything; don’t check for duplicates

Choose YES for delete all existing events before loading

Click on Import Events

When import has finished click on Done
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STEP 3
e Chose Export Events
Choose Dates
Field Separator = Comma
Format = iCalendar
Click on Download Events
This will download an iCal file called CalciumEvents.
Store this file with the other daily backups

What to do if the Diary backup needs to be restored.

In the unlikely event that both of the internet calendar providers disappear the
following procedure needs to be followed.

Open the Active Desktop Calendar on the Head teacher’s laptop.

Click on Data and then select Import Calendar

Choose the most up to date version of the iCal backup (CalciumEvents)
Click on open

Import as a new layer

Click on finish

The calendar is now ready to be used

IPOD / ICAL USERS

The online calendar can be put onto your IPOD in the following way.
e Find the most up to date version of CalciumEvents in the backup folder
In My Computer open ipod
Open calendars
Copy and paste CalciumEvents into calendars folder
The Calendar is now ready to use

APPENDIX 5
BACKING UP THE MACSERVER

This backup is archived on to a tape. There are 2 tapes marked A and B. These
are used on rotation. One tape should be kept by the ICT coordinator away from
school.
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The "backups are carried out automatically on Thursday evenings. The tapes

should then be swapped on Friday morning.
The tape streamer is situated on top of the server in the old ICT suite.



